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CISA: AcTIVE EXPLOITATION OF SOLARWINDS SOFTWARE

Boston Scientific is dedicated to ensuring the safety and security of our products and has been closely monitoring the
December 13, 2020 announcement regarding the active exploitation of SolarWinds Orion Platform software versions
2019.4 HF 5 through 2020.2.1 HF 1, released between March 2020 and June 2020. This vulnerability permits
unwanted access to network traffic management systems.

We have completed an analysis of our devices, digital health apps and remote monitoring services and have
determined that there is no instance where the SolarWinds Orion software is in use.

For more detail, refer to:
« CISA:

o https://cyber.dhs.qgov/ed/21-01/

o https://lus-cert.cisa.gov/ncas/current-activity/2020/12/13/active-exploitation-solarwinds-software
»  SolarWinds website: https://www.solarwinds.com/securityadvisory
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