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CISA: CVE-2023-35708 No INCREASED SECURITY RISK FROM
ACTIVE EXPLOITATION OF MOVEIT TRANSFER
VULNERABILITIES

Boston Scientific is dedicated to ensuring the safety and security of our products and has been closely monitoring the
June 07, 2023 announcement regarding the active exploitation of Progress MOVEit Transfer service vulnerabilities in
versions 2020.1.11 (12.1.11), 2021.0.9 (13.0.9), 2021.1.7 (13.1.7), 2022.0.7 (14.0.7), 2022.1.8 (14.1.8), 2023.0.4
(15.0.4), released between 2020 and 2023. These vulnerabilities allow an attacker to gain access to MOVEit database
content through use of crafted packets sent to MOVEit application endpoints and cause potential denial of service
(DoS) conditions.

Boston Scientific has completed an analysis of our devices, digital health apps and remote monitoring services and
has determined that there is no instance where the MOVEit Transfer Service software is in use.

For more detail, refer to:
- CISA:
o https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-158a

o https://www.cisa.gov/news-events/alerts/2023/06/15/progress-software-releases-security-advisory-moveit-
transfer-vulnerability

*  Progress Software website: https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-15June2023
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